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Abstract

This Quick Start Guide provides information about preparing and running the MAXREFDES155# ARM®
mbed™ example and web client. The MAXREFDES155# subsystem reference design secures an
authenticated data link between loT devices and the web using the DS2476 DeepCover® secure
coprocessor.
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Required Equipment

The equipment, ARM® mbed™ shield (MAXREDES155#) and mbed base board (MAX32600MBED#),
are available for separate purchase at Maxim Integrated’s website to produce the hardware needed for
the mbed system. Here is the list of the equipment required:

o MAXREFDES155# kit including:
e MAXREFDES155# mbed shield.
e Infrared (IR) laser-sensor module.
e 30.48cm long x Tmm pitch SR Cable (AO4SRO4SR30K305B).
o MAX32600MBED# base board.
® Wifi Hotspot (internet access is needed for MAXREFDES155#)
® USB A to USB micro-B cable

® |nternet-connected computer with USB-to-load firmware.
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Import Firmware

1. Load the mbed repository page for the "MAXREFDES155" firmware program in your web
browser.

a. Go tothe mbed web page located at https.//developer.mbed.org.

b. In the upper-right corner use the Search mbed... box type the text string
“MAXREFDES155" and hit the enter key to initiate the search.

c. Click on the top search result that begins with “MAXREFDES155.”

2. Import the latest revision of the program into the online compiler by clicking on the Import
program button in the mbed repository page (Figure 1). A free mbed account is required to
access the online compiler.

o

MAXREFDES155#: ECDSA Embedded Security in 10T Authenticated Sensing & Motification

Last commit 24 days ago by

Figure 1. Import programbutton.

Load Firmware

1. Add the MAX32600MBED platform to your compiler by clicking the Add to your mbed
Compiler button at the top right side of the MAX32600MBED platform page (Figure 2).

Platform Partner

maxim
integrated.

Maxim Integrated

Maxim's microcontrollers provide low-
power, efficient, and secure solutions
for challenging embedded applications.

= Add to your mbed Compiler

= Buy Now

Figure 2. Add to your mbed Compilerbutton.
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https://developer.mbed.org/
https://developer.mbed.org/platforms/MAX32600mbed/

2. Return to the online compiler page, and select the MAX32600MBED as the compiler target by
the following steps in Figure 3:

/DeepCover-Embedded-Security-in-loT/WebServerinterface.cpp
P New v B Import | ] save [ Saveall | (%] Compile v | @ Commit v (3 Revison | w0 o | @4 [ S| N\ | Mnep 1

Program Workspace 4 I

MAX32600MBED

You are currently compiling for the MAX32600MBED platform. Platform

Descripticn | Pinout |

MAX32600 Evaluation Board
MAX32600 Wellness Measurement Microcontroller

The MAX32600 is a low-power, mixed-signal microcontroller with a variety of applications, including
integration in wearable medical devices.

maxim
integrated

B e LN

@e00000000CR0000ROOD
6000000000000 0000CO00

*

=0T _ e

—‘E“ ||
| Compile Qutput Find Results Notifications £

Ready. | | |

Figure 3. Selecting the MAX32600MBED as the compiler target.

3. You will be prompted to download "MAXREFDES155.bin,” which is the compiled binary
firmware. Compile the firmware (Figure 4).

/DeepCover-Embedded-Security-in-loT/WebServerinterface.cpp

¥ New v P Import Save Save Al Compile @ Ccommit v (%) Revision | v x| @& | &3 | N\ | [0 Help Max32600MBED [

Figure 4. Compiling the firmware.
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4, Connect the MAX32600MBED to the computer using the HDK USB port for programming
(Figure 5).

maxim
integrated

Figure 5. Connect the MAX32600MBED to a computer using the HDK USB port.

5. The MAX32600MBED# acts as a USB-storage drive when connected to the computer. Drag the
MAXREFDES155.bin binary to the MBED USB storage drive to program the MAX32600MBED.
When done transferring the binary, safely disconnect the MAX32600MBED# HDK USB port as
you would any USB storage drive.
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Demo Setup

This section describes the steps to setup the hardware for the demo.

1.

Connect the IR-laser-sensor module (J7) to the MAXREFDES155# mbed shield (J3) using the
supplied SR cable.

Insert the downward facing pins on the MAXREFDES155# assembly into the
MAX32600MBED# as shown (Figure 6).

maxim
integrated

Ons @

Figure 6. Inserting pins on the MAXREFDES155# shield into the MAX32600MBED# base board.

Power the MAX32600MBED# through the DEV USB port (Figure 7). The MAXREFDES155#
mbed shield immediately displays the unique ID for the MAXREFDES155# mbed shield. This is
used for session tracking on the web server. Write down this session ROM ID for later and do
not click any button before executing the next step. This allows the web client to be ready to
display any communication received from the mbed.

DeepLover - Embedded Security in loT:

Figure 7. Power the MAX32600MBED# and MAXREFDES155# using the DEV USB port.
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4. With a PC go to the following website: www.mxim-security.us/ds28¢36

5. Type in the 64-bit ROM ID that you wrote down from Demo Setup, step 3 as per the example
in Figure 8 and click on Continue to “Sync with your mbed.”

maxim
integrated..

Sync with your mbed

ROM ID

4EEB080000000057|

Continue |

Figure 8. Sync with your mbed.
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http://www.mxim-security.us/ds28c36

6. Verify the PC is connected to the web server as shown in Figure 9.

maxim DeepCover®™ Embedded Security in IoT: Public-Key )
integrated.- Secure Data Paths =, )

Enable Sensor Module » Object Temperature Alarm | 0]°C Sat )
Enable Perodic Updates | Ambient Temperature Alarm _ 0]+ s )

Object Temperature Ambient Temperature Temperature Readings

Termparpdors [Cieda)

Figure 9. Verify the PC Connected to Server.

7. Setup an internet hotspot setup with a network name of “MAXREFDES155" and a network
password of “maximi1234.” Make sure to place the hotspot in reasonable proximity to the mbed.

8. Next, provision the MAXREFDEF155# mbed shield by pressing its Left Click button when
prompted. Follow the directions of each step on the LCD screen of the mbed shield.
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9. Verify the mbed shield LCD screen shows a Valid signature: 1 as shown in Figure 10 indicating
the mbed is sending valid signatures to the web server.

mbedded Security in loT
Data Patr

Figure 10. Sending valid signatures to the web server.

10. Verify the web client shows an Authentic mbed as in Figure 11. This is critical as it indicates
from the web server that an authentic mbed connection has been recognized. Note: The example
web client for this design utilizes a shared instance provided by Maxim for your convenience.
Maxim makes no guarantees regarding reliability, availability, or data security when utilizing the
shared web-client instance. The authenticated connection recognized in this demo is between
the mbed and the web server.

maxim DeepCover® Embedded Security in IoT: Public-Key ﬂ
integrated.. Secure Data Paths ="

Enable Sensor Module
Enable Periodic Updates

- Object Temperature Alarm 0]°C set
— Ambient Temperature Alarm [ 0]°C st )

Object Temperature Ambient Temperature Temperature Readings

00.) {00

Temperature (Ceisius)

Tims.
= Object Temperat . === Ambient Temper

Alarm ‘ Alarm e
- ClearL
Communication Log g

00C0724B1804C9A40DF57F IFF72F72DGEEB17A5668488B22C5D6502D1244FF2
Jan 6.2017. 11:47:53 Message :
F83B415F1B48C6B71004CD091632CFB7A46630EEB6C286347EFD23941910871923278EB59024
Jan 6.2017, 11:47:53 System Public Key X
7ABOCDO003F42F33076259B6BFDC26DE2DB59A8DOE0683E1BFF50CB6C18B6F2EB
Jan 6.2017, 11:47:53 System Public Key Y:
TFFCEEDD77E9630762373381171658751288855857C015B80SDEB23BD78A9D2C
Jan 6.2017. 11 g gtz
Jan 6. . 11:47:53 Authentic mbed

Figure 11. Web server verification that the mbed is Authentic.
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1. To summarize, if everything is correct the following (as illustrated in Figure 12) shows what
occurred to establish a secure connection to the Web Server:

a. mbed connects to the web server through Wifi.
d. mbed sends ROMID, certificate, and device public key to the web server.

e. Web server uses the system public key to verify mbed is part of the system by
checking the certificate.

f.  The web server now sends the challenge with a request for mbed's digital signature.

g. The mbed sends the digital signature and the web server verifies the signature by
using the additional ingredients of the known challenge, device public key, and
ROMID. If the mbed is authenticated, then the web server allows the connection. If
not authenticated, the web server drops the mbed connection and does not accept
any incoming data.

Note: During Idle Server waits
for connections

Web Server o
ROMID: Sys PuKey

IR Laser
Sensor Module

Laser Pointer @
Signals from mbed
base board

o Authentic!

> _—
_—
/ 0 -~ mbed Platform
S B MAX32600MBED

Signature

Figure 12. Establishing the setup connection to the web server.
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Run the Demo

Temperature Demo

A web client runs the demo by executing the mbed commands and displaying the results of temperature
that was authenticated by the web server. After the Demo Setup has successfully completed do the
following to run this demo:

1. Click on the Enable Sensor Module so the laser-pointer power is enabled securely.
Note: For safety, when the mbed receives the enable sensor module, the DS2476 authenticates
the DS28C36. If the DS28C36 is found authentic then the DS28C36 GPIO is enabled by a write
authentication. This in turn enables the laser-pointer power. Otherwise, the DS28C36 GPIO is
kept disabled which in turn keeps the laser pointer in a safe state.

2. Click on the Read Temp button (Figure 13) and verify a temperature was read and is authentic.

maxim DeepCover® Embedded Security in ToT: Public-Key =™ )
integrated.. Secure Data Paths secve ]

Enable Sensor Module - Object Temperature Alarm °C Set
Enable Periodic Updates » Ambient Temperature Alarm °C set )

Object Temperature Ambient Temperature Temperature Readings

Read Temp I Read Temp

Temperature {Celsius)

2000 2010 2020 2030 2040 2050 2060
Time
wmmm Cbject Temperat... s Ambient Temper...

L ClearLa )
Communication Log arLog

-

39FED1835D0C6C020ACSAS837F947AODI9AGBAA24EBBITD845079D764B3CCD15
Jan 6.2017, 11:54:16 Message : {"objectTemp":24.75}

Jan 6,2017, 11:54:16 Device Public Key X:
F83B415F1B48C6B71004CD091632CFB7A46630EEB6C286347EFD239419108719

Jan 6,2017, 11:54:16 Device Public Key Y:

23278EB59024E20EFA :

peratuie 1s higher than alarm value
Jan 6,2017, 11:54:16 Object Temperature: 24.75°C

4

Figure 13. An authenticated temperature reading.
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3. Slide the Enable Periodic Updates and this continually requests and receives an authenticated
temperature reading while graphing a log of the results in the Temperature Readings panel.
The increments of the temperature readings occur every five seconds. Each reading can be
verified to be authentic as listed in the Communication Log panel as shown in Figure 14.

maxim DeepCover® Embedded Security in IoT: Public-Key =" ]
integrated.. Secure Data Paths seae ]

Enable Sensor Module [ = Object Temperature Alarm °C set )
Enable Periodic Updates [ - Ambient Temperature Alarm °C Set

Object Temperature Ambient Temperature Temperature Readings

Temperature [ Celsius)

Time
w Cbject Temperat... m— Ambient Temper...

S Cle ]
Communication Log S

-

FB$218916DC6BFC24345E258 A45BABED615FF026FABDF492F25786A6691CBD3C
Jan 6,2017. 16:22:33 Message : {"objectTemp":27.91."ambientTemp":27.81}

Jan 6,2017. 16:22:33 Device Public Key X:
F83B415F1B48C6B71004CD091632CFB7A46630EEB6C286347EFD239419108719

Jan 6.2017. 16:22:33 Device Public Key Y:

Jan 6 201 7 16 22: 33 Ambient Temperature 2? 81°C

4

Figure 14. An Authenticated temperature reading with history graphed.
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4. In summary, the Temperature Demo authenticates temperature each time by doing the
following (Figure 15):

a. The mbed receives a get temperature command along with the challenge from the
web server (i.e., it is instructed by the web client) for a temperature reading.

h. Onthe mbed, DS2476 locally authenticates (i.e., by using a locally symmetric-based
authentication with HMAC SHA-256) the DS28C36 on the sensor module and
locally reads the temperature.

i. Assuming the sensor module is declared authentic, the mbed reads and signs the

temperature reading with the device private key in DS2476 and sends the data to
the web server.

j.  The web server uses the device public key obtained beforehand during the Demo
Setup, the challenge, and the just received temperature reading/signature to verify
authenticity.

Web Server o

s ’
e Bigarencd
Signature

)F

Authentic!

MAXREFDES 155 mbed Shield

IR Laser

o Sensor Module
Send Get

Temp Cmd! ! DS28C36 .2

9/

IR Temp .
Sensor 146

Laser Pointer ¥’
Signals from mbed
base board

"
/ mbed Platform
e Biaach MAX32600MBED

Signature

Figure 15. An illustration of Authenticated temperature readings.
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Image Demo

The web client can also be used to send an image securely to the mbed platform. After the Demo Setup
has completed successfully, do the following to run this demo:

1. In the web client, click on the Secure Download button and a popup window opens.

2. Select an image to download, check the Valid box so the image has a digital signature
generated/used and click on Download to send the image to the LCD display of the mbed shield
(Figure 16).

Note: the web client contains the color images and the correlating black & white LCD image.

r

Select Image to Download 9

'1

2
: J

ra (i

k

4

Figure 16. Select image to download.

3. Verify the MAXREFDES155# mbed shield shows the selected iButton® image in black and white
on the LCD display.

4. In summary, the Image Demo authenticates the image each time by doing the following:
a. The web client sends the LCD image bytes and settings to the web server. (Figure 16)
b. The web werver checks the Valid flag.

e |f checked, the web server uses system private keys and signs the LCD image
data. Next, it sends the LCD image data and signature to mbed.

e |f not checked, the web server uses a different private key and signs the LCD
image data. Then sends the LCD image data and invalid signature to mbed.

c¢. The mbed gets the LCD image data plus the correlating signature and verifies the signature.
e |f the signature passes, then the mbed LCD shows the image.

e |fthe signature fails then the mbed LCD does not show the image but an error message.
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Trademarks
DeepCover is a registered trademark of Maxim Integrated Products, Inc.
iButton is a registered trademark of Maxim Integrated Products, Inc

mbed is a registered trademark of ARM Limited.

©2017 by Maxim Integrated Products, Inc. All rights reserved. Information in this publication concerning the devices,
applications, or technology described is intended to suggest possible uses and may be superseded. MAXIM INTEGRATED
PRODUCTS, INC. DOES NOT ASSUME LIABILITY FOR OR PROVIDE A REPRESENTATION OF ACCURACY OF THE
INFORMATION, DEVICES, OR TECHNOLOGY DESCRIBED IN THIS DOCUMENT. MAXIM ALSO DOESNOT ASSUME LIABILITY
FOR INTELLECTUAL PROPERTY INFRINGEMENT RELATED IN ANY MANNER TO USE OF INFORMATION, DEVICES, OR
TECHNOLOGY DESCRIBED HEREIN OR OTHERWISE. The information contained within this document has been verified
according to the general principles of electrical and mechanical engineering or registered trademarks of Maxim Integrated
Products, Inc. All other product or service names are the property of their respective owners.
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