
General Description
The Zatara® ZA9L0 is a highly integrated system-on-
chip (SoC) microcontroller based on the ARM922T™
32-bit/16-bit core and tailored to the specific require-
ments of point-of-sale (POS) terminal design and meet
the strict security requirements of the Payment Card
Industry (PCI) Security Standards Council 2.0 specifica-
tion. Running at 180MHz, the ZA9L0 is one of the
fastest high-security microcontrollers available. The
ZA9L0 provides a rich set of features on a single chip
that reduces the manufacturing cost and time-to-market
for secure transaction products such as POS terminals,
vending machines, and security panels. The Zatara
ZA9L0 includes the essential security features required
of a POS terminal. It also provides seamless interfaces
to LCD displays and keypads, and includes a wide
array of peripherals such as an ADC, DMAs, UARTs,
GPIOs, and timers that add flexibility to control and dif-
ferentiate the system design.
System security is enhanced by a number of physical
and logical protection mechanisms including environ-
mental sensors (temperature, voltage, and frequency),
true hardware random-number generator (RNG), real-
time clock (RTC), and 4KB of secure nonvolatile SRAM
storage with fast erase capability upon tampering. On
power-up, application code is first cryptographically
verified for authenticity to ensure that attackers cannot
insert their own application code.
The ZA9L0 provides extensive communication support
with three UARTs, two independent SPI™ ports, and
ample GPIO pins to implement any communication
interface. The ZA9L0 also has a targeted set of periph-
erals to support PIN pad applications, including an
LCD interface, multiple timers with PWM, watchdog,
and a 6-channel, 10-bit ADC.

Applications

Features
♦ 32-Bit ARM922T CPU Core

8KB/8KB I/D-Caches
MMU Supporting Linux® and Windows®

Embedded CE Operating Systems
180MHz Performance
JTAG Embedded ICE Support

♦ 64KB Embedded Zero-Wait-State SRAM

♦ Vectored Interrupt Controller

♦ External Bus Interface
Dual External Bus Architecture (Primary and Secondary)
24-Bit Address, 16-Bit Data
Synchronous Flash
SDRAM in 16MB to 512MB Configurations

♦ Power Management Unit
14MHz to 40MHz Oscillator and Phase-Locked

Loop (PLL)-Generated System Clocks
32.768kHz Oscillator for RTC
Clock Disable on a Peripheral-by-Peripheral Basis
Three Modes: Active, Idle, and Battery Backup

♦ Real-Time Clock

♦ Watchdog Timer (WDT)

♦ Two Dedicated SPI Interfaces

♦ Nine Timer/Counters

♦ Three UARTs
1 x 8-Wire Interface
2 x 4-Wire Interface

♦ POS Security Features for PCI Compliance
Voltage and Temperature Sensors
Sensors for Tamper Switches and Wire Mesh
Clock Frequency and Glitch Protection
Battery-Backed Secure Memory with Active

Zeroization

♦ Embedded Boot ROM

♦ 32-Bit Unique ID Number

♦ NIST 800-22-Compliant Random-Number Generator

♦ FIPS 180-2-Compliant SHA-1 Hash Generator

♦ Display Controller Interface

♦ Up to 76 General-Purpose Input/Output (GPIO) Pins

♦ 10-Bit ADC, 6-Channel, 45ksps

♦ Eight Independent DMA Channels

♦ Voltage: Dual 1.8V and 3.3V Supplies

♦ 3.3V I/O Pins with 5V Tolerant I/O for UART and SPI

♦ 256-Pin BGA (1.0mm Ball Pitch) Package
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Ordering Information

Rev 0; 3/09

For pricing, delivery, and ordering information, please contact Maxim Direct at 1-888-629-4642,
or visit Maxim’s website at www.maxim-ic.com.

ABRIDGED DATA SHEET

EVALUATION KIT

AVAILABLE

Note: The secure boot ROM in the device uses customer-
unique keys to verify the application image, so there is a unique
part number per customer. Contact the factory for more infor-
mation and to obtain samples for application development.
+Denotes a lead(Pb)-free/RoHS-compliant package.

PART TEMP RANGE PIN-PACKAGE JTAG 

ZA9L0xxxx+ -40°C to +85°C 256 LFBGA Yes 

EFTPOS

PIN Pads

EPP

Healthcare Reader

Metering

Zatara is a registered trademark of Maxim Integrated Products, Inc.
ARM922T is a trademark of ARM Limited.
SPI is a trademark of Motorola, Inc.
Linux is a registered trademark of Linus Torvalds.
Windows is a registered trademark of Microsoft Corp.
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ABRIDGED DATA SHEET

Functional Diagram

Note to readers: This document is an abridged version of the full data sheet. To request the full data sheet, go to
www.maxim-ic.com/ZA9L0 and click on Request Full Data Sheet.

TAMPER CIRCUITS

SECURITY
CONTROLLER

SECURE RAM

RTC

INTC

EX
TE

RN
AL

 B
US

 IN
TE

RF
AC

E

PR
IM

AR
Y

BU
S

SE
CO

ND
AR

Y
BU

S

EX
TE

RN
AL

M
EM

OR
Y

CO
NT

RO
L

SD
RA

M
CO

NT
RO

L

APB BRIDGE

DMAC

SECURE BOOT ROM

64KB SRAM

JTAG ICE

ARM922T

8KB I-CACHE 8KB D-CACHE

MMU

PMU

WATCHDOG

RNG

SHA-1 HASH

GPIO

PI
N 

M
UX

IN
G

LCD INTERFACE

SPI (x2)

RESERVED

RESERVED

10-BIT ADC
(6 CHANNELS)

UART (x3)

RESERVED

TIMER/PWM
COUNTERS (x9)

RESET

AP
B

AH
B



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


